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Analys i s :  §  ___.11  L imi t s  on  Red i sc losure  and  Reuse  o f  Informat ion  

Sec t ion  502(c )  o f  the  GLB Act  p rov ides  tha t  a  nonaf f i l i a t ed  th i rd  pa r ty  tha t  
r ece ives  nonpub l i c  pe r sona l  in fo rmat ion  f rom a  f inanc ia l  ins t i tu t ion  sha l l  
no t ,  d i r ec t ly  o r  ind i rec t ly  th rough  an  a f f i l i a t e ,  d i sc lose  the  in fo rmat ion  to  
any  pe r son  tha t  i s  no t  a f f i l i a t ed  wi th  bo th  the  f inanc ia l  ins t i tu t ion  and  the  
th i rd  pa r ty ,  un less  the  d i sc losure  would  be  l awfu l  i f  made  d i rec t ly  by  the  
f inanc ia l  ins t i tu t ion .  A  f inanc ia l  ins t i tu t ion  may  genera l ly  d i sc lose  
nonpub l i c  pe r sona l  in fo rmat ion  to  a  nonaf f i l i a t ed  th i rd  pa r ty  fo r  any  
pu rpose  sub jec t  to  no t i ce  and  op t  ou t ,  fo r  ce r t a in  se rv ice  and  jo in t  
marke t ing  a r rangements  under  sec t ion  502(b) ,  and  in  accordance  wi th  
spec i f i c  enumera ted  excep t ions  under  sec t ion  502(e ) .  

The  l imi t s  on  red i sc losure  and  reuse  tha t  were  se t  ou t  in  the  p roposa l  
r e f l ec ted  the  Agenc ies ’  be l i e f  tha t  impl i c i t  i n  the  jo in t  marke t ing  and  the  
enumera ted  excep t ions  i s  the  idea  tha t  in fo rmat ion  may  on ly  be  used  fo r  the  
purposes  fo r  which  the  th i rd  pa r ty  r ece ived  i t . 1 1  The  p roposed  ru le  
implemented  sec t ion  502(c )  by  impos ing  l imi t s  on  red i sc losure  tha t  app ly  
bo th  to  a  f inanc ia l  ins t i tu t ion  tha t  r ece ives  in fo rmat ion  f rom a  nonaf f i l i a t ed  
f inanc ia l  ins t i tu t ion  and  to  any  nonaf f i l i a t ed  th i rd  pa r ty  tha t  r ece ives  
nonpub l i c  pe r sona l  in fo rmat ion  f rom a  f inanc ia l  in s t i tu t ion .  The  p roposed  
ru le  implemented  the  impl i c i t  l imi ta t ions  on  use  by  impos ing  l imi t s  on  the  
ab i l i ty  o f  f inanc ia l  in s t i tu t ions  and  nonaf f i l i a t ed  th i rd  pa r t i e s  to  r euse  
nonpub l i c  pe r sona l  in fo rmat ion  they  rece ive .  The  Agenc ies  sough t  comment  
on  whe the r  the  f ina l  ru le  shou ld  l imi t  the  ab i l i ty  o f  an  en t i ty  tha t  r ece ives  
nonpub l i c  pe r sona l  in fo rmat ion  pursuan t  to  an  excep t ion  to  use  tha t  
in fo rmat ion  on ly  fo r  the  purpose  o f  tha t  excep t ion .  The  Agenc ies  a l so  
sough t  comment  on  wha t  the  t e rm ‘ ‘ l awfu l ’ ’  means  in  the  con tex t  of  sec t ion  
502(c ) ,  and  whe the r  a  r ec ip ien t  o f  nonpub l i c  pe r sona l  in fo rmat ion  cou ld  
‘ ‘ l awfu l ly ’ ’  d i sc lose  in fo rmat ion  i f  t he  d i sc losure  compl ied  wi th  a  no t i ce  
p rov ided  by  the  ins t i tu t ion  tha t  made  the  d i sc losure  in i t i a l ly .  F ina l ly ,  the  
Agenc ies  inv i t ed  comme nt  on  whe the r  the  ru les  shou ld  requ i re  a  f inanc ia l  
in s t i tu t ion  tha t  d i sc loses  nonpub l i c  pe r sona l  in fo rmat ion  to  a  nonaf f i l i a t ed  
th i rd  pa r ty  to  deve lop  po l i c i e s  and  p rocedures  to  ensure  tha t  the  th i rd  pa r ty  
compl ies  wi th  the  l imi t s  on  red i sc losure  o f  tha t  in fo rmat ion .  

The  Agenc ies  r ece ived  a  l a rge  number  o f  comments  in  r e sponse  to  th i s  
p roposed  sec t ion .  A  few main ta ined  tha t  the  Agenc ies  would  exceed  the i r  
ru l emak ing  au thor i ty  i f  t he  f ina l  ru l e  were  to  r e t a in  the  l imi t s  on  r euse  o f  
in fo rmat ion ,  g iven  tha t  se c t ion  502(c )  express ly  addresses  on ly  
r ed i sc losures  and  no t  r euse .  Mos t  comments  concern ing  p roposed  §  l  . 12  
s t a t ed  tha t  f inanc ia l  in s t i tu t ions  shou ld  no t  have  to  moni to r  compl iance  
wi th  the  r ed i sc losure  and  reuse  p rov i s ions  o f  the  ru le ,  a l though  these  
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commente r s  sa id  tha t  f inanc ia l  ins t i tu t ions  typ ica l ly  wi l l  con t rac tua l ly  l imi t  
the  r ec ip ien t ’ s  ab i l i ty  to  r euse  in fo rmat ion  fo r  purposes  o the r  than  those  fo r  
which  the  in fo rmat ion  was  d i sc losed .  These  i s sues  a re  addressed  be low.  

L imi t s  on  Reuse  and  Red i sc losu re  

The  pos i t ion  advanced  by  those  c r i t i ca l  o f  impos ing  l imi t s  on  reuse  i s  
p remised  on  the  conc lus ion  tha t  Congress ,  by  address ing  l imi t s  on  
red i sc losures  in  sec t ion  502(c ) ,  p rov ided  the  on ly  l imi t s  tha t  may  be  
imposed  on  wha t  a  r ec ip ien t  o f  nonpub l i c  pe r sona l  in fo rmat ion  can  do  wi th  
tha t  in fo rmat ion .  The  Agenc ies  d i sagree  wi th  th i s  p remise .  Al though  sec t ion  
502(c )  does  no t  express ly  address  r euse ,  r euse  l imi ta t ions  a re ,  a s  ind ica ted ,  
impl i c i t  i n  the  p rov i s ions  au thor iz ing  o r  pe rmi t t ing  d i sc losures .  For  
example ,  i t  wou ld  be  incons i s t en t  wi th  the  purposes  o f  the  Ac t  to  pe rmi t  
in fo rmat ion  d i sc losed  in  accordance  wi th  sec t ion  502(e ) (1 )  (which  pe rmi t s  
d i sc losures  a s  necessa ry  to  e f fec t ,  admin i s t e r ,  o r  en fo rce  a  t r ansac t ion  wi th  
a  consumer  o r  in  connec t ion  wi th  ce r t a in  rou t ine  ac t iv i t i e s  r e l a t ed  to  such  a  
t r ansac t ion)  to  be  used  fo r  the  th i rd  pa r ty  r ec ip ien t ’ s  marke t ing  purposes .  
Moreover ,  pe rmi t t ing  reuse  wi thou t  l imi t s  wou ld  undermine  the  p ro tec t ions  
a f fo rded  to  a  consumer  who  does  no t  e s t ab l i sh  a  cus tomer  r e l a t i onsh ip .  Such  
a  pe r son  i s  no t  pu t  on  no t i ce  tha t  the  d i sc losu res  under  sec t ion  502(e )  a re  
even  made  because  these  d i sc losures  do  no t  en t i t l e  the  consumer  to  any  
p r ivacy  o r  op t  ou t  no t i ce .  Thus ,  the  l imi t s  on  reuse  a re  the  on ly  p ro tec t ion  
the  ind iv idua l  has  a r i s ing  under  the  s t a tu te .  Accord ing ly ,  the  Agenc ies  have  
conc luded  tha t  i t  i s  appropr ia t e  to  exe rc i se  the i r  ru lemaking  au thor i ty  under  
sec t ion  504(a ) (1 )  (which  au thor izes  the  Agenc ies  to  wr i t e  r egu la t ions  
necessa ry  to  ca r ry  ou t  the  purposes  o f  Sub t i t l e  A  of  T i t l e  V)  to  impose  
l imi t s  on  reuse  when  in fo rmat ion  i s  r ece ived  under  an  excep t ion  in  sec t ion  
502(e )  o f  the  GLB Act .  

By  con t ras t ,  when  a  consumer  dec ides  no t  to  op t  ou t  a f t e r  be ing  g iven  
adequa te  no t i ces  and  the  oppor tun i ty  to  do  so ,  tha t  consumer  has  made  a  
dec i s ion  to  pe rmi t  the  sha r ing  o f  h i s  o r  he r  nonpub l i c  pe r sona l  in fo rmat ion  
wi th  the  ca tegor ie s  o f  en t i t i e s  iden t i f i ed  in  the  f inanc ia l  in s t i tu t ion’ s  
no t i ces .  The  consumer ’ s  p r imary  p ro tec t ion  in  the  case  o f  a  d i sc losure  
f a l l ing  ou t s ide  the  sec t ion  502(e )  excep t ions  comes  f rom rece iv ing  the  
manda to ry  d i sc losu res  and  the  r igh t  to  op t  ou t .  The  s t a tu te  p rov ides  on ly  
the  add i t iona l  p ro tec t ion  in  sec t ion  502(c ) ,  r e s t r i c t ing  a  r ec ip ien t ’ s  ab i l i ty  
to  r ed i sc lose  in fo rmat ion  to  en t i t i e s  tha t  a re  no t  a f f i l i a t ed  wi th  e i the r  the  
r ec ip ien t  o r  the  f inanc ia l  in s t i tu t ion  mak ing  the  d i sc losure  in i t i a l ly .  Thus ,  
i f  a  consumer  pe rmi t s  a  f inanc ia l  in s t i tu t ion  to  d i sc lose  nonpub l i c  pe r sona l  
in fo rmat ion  to  the  ca tegor ie s  o f  nonaf f i l i a t ed  th i rd  pa r t i e s  tha t  a re  
desc r ibed  in  the  ins t i tu t ion’s  no t i ces ,  r ec ip ien t s  o f  tha t  nonpub l i c  pe r sona l  
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i n fo rmat ion  appear  au thor ized  under  the  s t a tu te  to  make  d i sc losures  tha t  
comply  wi th  those  no t i ces .  

To  implement  th i s  s t a tu to ry  scheme ,  the  Agenc ies  have  imposed  the  
fo l lowing  l imi t s  on  r ed i sc losure  and  reuse ,  which  wi l l  va ry  depend ing  on  
whe the r  the  in fo rmat ion  was  p rov ided  pursuan t  to  one  o f  the  502(e )  
excep t ions  o r  o the rwise .  

Limi t s  on  red i sc losure  and  reuse  when  in format ion  i s  rece ived  pursuan t  to  
sec t ion  502(e ) .  For  nonpub l i c  pe r sona l  in format ion  p rov ided  pursuan t  to  
sec t ion  502(e ) ,  a  f inanc ia l  ins t i tu t ion  rece iv ing  the  in fo rmat ion  may  
d i sc lose  the  in fo rmat ion  to  i t s  a f f i l i a t e s  o r  to  a f f i l i a t e s  o f  the  f inanc ia l  
ins t i tu t ion  f rom which  the  in fo rmat ion  was  rece ived .  I t  may  a l so  d i sc lose  
and  use  the  in fo rmat ion  pursuan t  to  an  excep t ion  in  §§  l  . 14  o r  l  . 15  in  the  
o rd ina ry  course  o f  bus iness  to  ca r ry  ou t  the  ac t iv i ty  covered  by  the  
excep t ion  under  which  the  ins t i tu t ion  rece ived  the  in fo rmat ion .  The  
f inanc ia l  ins t i tu t ion’s  a f f i l i a t e s  may  d i sc lose  and  use  the  in fo rmat ion ,  bu t  
on ly  to  the  ex ten t  pe rmiss ib le  fo r  the  f inanc ia l  ins t i tu t ion .  

These  same  genera l  ru l e s  app ly  to  a  non- f inanc ia l  ins t i tu t ion  th i rd  pa r ty  
tha t  r ece ives  nonpub l i c  pe r sona l  in fo rmat ion  f rom a  f inanc ia l  ins t i tu t ion  
under  sec t ion  502 (e ) .  Thus ,  the  th i rd  pa r ty  r ece iv ing  the  in fo rmat ion  
pursuan t  to  one  o f  the  sec t ion  502(e )  excep t ions  may  d i sc lose  the  
in fo rmat ion  to  i t s  a f f i l i a t e s  o r  to  the  a f f i l i a t e s  o f  the  f inanc ia l  ins t i tu t ion  
tha t  made  the  d i sc losure .  The  th i rd  pa r ty  a l so  may  d i sc lose  and  use  the  
in fo rmat ion  pursuan t  to  one  o f  the  sec t ion  502(e )  excep t ions  a s  no ted  in  the  
ru le .  The  a f f i l i a t e s  o f  the  th i rd  pa r ty  may  d i sc lose  and  use  the  in fo rmat ion  
on ly  to  the  ex ten t  pe rmiss ib le  fo r  the  th i rd  pa r ty .  

Limi t s  on  red i sc losure  when  in forma t ion  i s  no t  rece ived  pursuan t  to  sec t ion  
502(e ) .  For  nonpub l i c  pe r sona l  in fo rmat ion  p rov ided  ou t s ide  one  o f  the  
sec t ion  502(e )  excep t ions ,  the  f inanc ia l  ins t i tu t ion  rece iv ing  the  
in fo rmat ion  may  d i sc lose  the  in fo rmat ion  to  i t s  a f f i l i a t e s  o r  to  the  a f f i l i a t es  
o f  the  f inanc ia l  ins t i tu t ion  tha t  made  the  in i t i a l  d i sc losure .  I t  may  a l so  
d i sc lose  the  in fo rmat ion  to  any  o the r  pe r son ,  i f  t he  d i sc losure  would  be  
l awfu l  i f  made  d i rec t ly  by  the  f inanc ia l  in s t i tu t ion  f rom which  the  
in fo rmat ion  was  r ece ived .  Th i s  wou ld  enab le  the  rece iv ing  ins t i tu t ion  to  
d i sc lose  pursuan t  to  one  o f  the  sec t ion  502(e )  excep t ions .  I t  a l so  would  
pe rmi t  the  r ece iv ing  ins t i tu t ion  to  r ed i sc lose  in fo rmat ion  in  accordance  wi th  
the  op t  ou t  and  p r ivacy  no t i ces  g iven  by  the  ins t i tu t ion  making  the  in i t i a l  
d i sc losures ,  a s  l imi ted  by  any  op t  ou t  e l ec t ions  r ece ived  by  tha t  in s t i tu t ion .  
The  a f f i l i a t e s  o f  a  f inanc ia l  ins t i tu t ion  tha t  r ece ives  nonpub l i c  pe r sona l  
in fo rmat ion  may  d i sc lose  on ly  to  the  ex ten t  tha t  the  f inanc ia l  ins t i tu t ion  
may  d i sc lose  the  in f o rmat ion .  
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I f  a  th i rd  pa r ty  r ece ives  in fo rmat ion  f rom a  f inanc ia l  in s t i tu t ion  ou t s ide  one  
o f  the  sec t ion  502(e )  excep t ions ,  the  th i rd  pa r ty  may  d i sc lose  to  i t s  
a f f i l i a t e s  o r  to  the  a f f i l i a t e s  o f  the  f inanc ia l  ins t i tu t ion .  I t  may  a l so  d i sc lose  
to  any  o the r  pe r son  i f  t he  d i sc losu re  wou ld  be  l awfu l  i f  made  by  the  
f inanc ia l  ins t i tu t ion .  The  th i rd  pa r ty ’ s  a f f i l i a t e s  may  d i sc lose  and  use  the  
in fo rmat ion  to  the  same  ex ten t  pe rmiss ib le  fo r  the  th i rd  pa r ty .  

In  cases  where  an  en t i ty  r ece ives  in fo rmat ion  ou t s ide  o f  one  o f  the  sec t ion  
502(e )  excep t ions ,  tha t  en t i ty  wi l l  i n  e s sence  ‘ ‘ s t ep  in to  the  shoes ’ ’  o f  the  
f inanc ia l  ins t i tu t ion  tha t  made  the  in i t i a l  d i sc losures .  Thus ,  i f  t he  f inanc ia l  
in s t i tu t ion  made  the  in i t i a l  d i sc losures  a f t e r  r ep resen t ing  to  i t s  consumers  
tha t  i t  had  ca re fu l ly  sc reened  the  en t i t i e s  to  whom i t  i n t ended  to  d i sc lose  
the  in fo rmat ion ,  the  r ece iv ing  en t i ty  mus t  comply  wi th  those  
rep resen ta t ions .  Othe rwise ,  the  subsequen t  d i sc losure  by  the  r ece iv ing  
en t i ty  wou ld  no t  be  in  accordance  wi th  the  no t i ces  g i ven  to  consumers  and  
would  no t ,  t he re fo re ,  be  l awfu l .  Even  i f  such  rep resen ta t ions  do  no t  p reven t  
the  r ec ip ien t  f rom red i sc los ing  the  in fo rmat ion ,  the  r ec ip ien t ’ s  ab i l i ty  to  
r ed i sc lose  wi l l  be  l imi ted  by  wha tever  op t  ou t  ins t ruc t ions  were  g iven  to  the  
in s t i tu t ion  making  the  in i t i a l  d i sc losures  and  by  wha tever  new op t  ou t  
ins t ruc t ions  tha t  a re  g iven  a f t e r  the  in i t i a l  d i sc losure .  The  rece iv ing  en t i ty ,  
the re fo re ,  mus t  have  p rocedures  in  p lace  to  con t inua l ly  moni to r  the  s t a tus  
o f  who  op t s  ou t  and  to  wha t  ex ten t .  G iven  these  p rac t i ca l  l imi ta t ions  on  the  
ab i l i ty  o f  a  r ec ip ien t  to  d i sc lose  pursuan t  to  ano the r  ins t i tu t ion’ s  p r ivacy  
and  op t  ou t  no t i ces ,  r ed i sc losure  o f  in fo rmat ion  i s  mos t  l ike ly  to  a r i se  under  
one  o f  the  sec t ion  502(e )  excep t ions  ( a s  implemented  by  §§  l  . 14  and  l  . 15  
o f  the  f ina l  ru l e ) .  

Moni to r ing  Th i rd  Pa r t i e s  

The  Agenc ies  have  dec ided  no t  to  amend  the i r  r e spec t ive  ru le s  to  impose  a  
spec i f i c  du ty  on  f inanc ia l  ins t i tu t ions  to  moni to r  th i rd  pa r t i e s ’  use  o f  
nonpub l i c  pe r sona l  in fo rmat ion  p rov ided  by  the  ins t i tu t ions .  Th i s  does  no t  
address  whe the r  ob l iga t ions  to  do  so  may  a r i se  in  o the r  con tex t s .  The  
Agenc ies  no te ,  fo r  ins tance ,  tha t  mos t  o f  the  commente r s  who  reques ted  tha t  
the  Agenc ies  no t  impose  such  a  du ty  s t a t ed  tha t  they  have  con t rac t s  in  p lace  
tha t  l imi t  wha t  the  r ec ip ien t  may  do  wi th  the  in fo rmat ion .  The  Agenc ies  
a l so  no te  tha t  the  l imi t s  on  r euse  a s  s t a t ed  in  the  f ina l  ru le  p rov ide  a  bas i s  
fo r  an  ac t ion  to  be  b rough t  aga ins t  an  en t i ty  tha t  v io la tes  those  l imi t s .  
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§  ___.11  L imi t s  on  red i sc losure  and  reuse  o f  in format ion .  

( a ) (1 )  In format ion  the  bank  rece ives  under  an  excep t ion .  I f  a  bank  rece ives  
nonpub l i c  pe r sona l  in fo rmat ion  f rom a  nonaf f i l i a t ed  f inanc ia l  in s t i tu t ion  
under  an  excep t ion  in  §§  ___. 14  o r  ___. 15  o f  th i s  pa r t ,  t he  bank’s  d i sc losure  
and  use  o f  tha t  in fo rmat ion  i s  l imi ted  as  fo l lows :  

( i )  The  bank  may  d i sc lose  the  in fo rmat ion  to  the  a f f i l i a t e s  o f  the  f inanc ia l  
ins t i tu t ion  f rom which  the  bank  rece ived  the  in fo rmat ion ;  

( i i )  The  bank  may  d i sc lose  the  in fo rmat ion  to  i t s  a f f i l i a t e s ,  bu t  the  bank’s  
a f f i l i a t e s  may ,  in  tu rn ,  d i sc lose  and  use  the  in fo rmat ion  on ly  to  the  ex ten t  
tha t  the  bank  may  d i sc lose  and  use  the  in fo rmat ion ;  and  

( i i i )  The  bank  may  d i sc lose  and  use  the  in fo rmat ion  pursuan t  to  an  
excep t ion  in  §§  ___.14  o r  ___.15  in  the  o rd ina ry  course  o f  bus iness  to  ca r ry  
ou t  the  ac t iv i ty  covered  by  the  excep t ion  under  which  the  bank  rece ived  the  
in fo rmat ion .  

(2 )  Example .  I f  a  bank  rece ives  a  cus tomer  l i s t  f rom a  nonaf f i l i a t ed  
f inanc ia l  ins t i tu t ion  in  o rde r  to  p rov ide  accoun t  p rocess ing  se rv ices  under  
t he  excep t ion  in  §  ___.14(a ) ,  the  bank  may  d i sc lose  tha t  in fo rmat ion  under  
any  excep t ion  in  §§  ___.14  o r  ___.15  in  the  o rd ina ry  course  o f  bus iness  in  
o rde r  to  p rov ide  those  se rv ices .  For  example ,  the  bank  cou ld  d i sc lose  the  
in fo rmat ion  in  r e sponse  to  a  p roper ly  au thor ized  subpoena  o r  to  i t s  
a t to rneys ,  accoun tan t s ,  and  aud i to r s .  The  bank  cou ld  no t  d i sc lose  tha t  
in fo rmat ion  to  a  th i rd  pa r ty  fo r  marke t ing  purposes  o r  use  tha t  in fo rmat ion  
fo r  i t s  own marke t ing  purposes .  

(b ) (1 )  In format ion  a  bank  rece ives  ou t s ide  o f  an  excep t ion .  I f  a  bank  
rece ives  nonpub l i c  pe r sona l  in fo rmat ion  f rom a  nonaf f i l i a t ed  f inanc ia l  
ins t i tu t ion  o the r  than  under  an  excep t ion  in  §§  ___.14  o r  ___.15  o f  th i s  pa r t ,  
the  bank  may  d i sc lose  the  in fo rmat ion  on ly :  

( i )  To  the  a f f i l i a t e s  o f  the  f inanc ia l  i ns t i tu t ion  f rom which  the  bank  
rece ived  the  in fo rmat ion ;  

( i i )  To  i t s  a f f i l i a t e s ,  bu t  i t s  a f f i l i a t e s  may ,  in  tu rn ,  d i sc lose  the  in fo rmat ion  
on ly  to  the  ex ten t  tha t  the  bank  can  d i sc lose  the  in fo rmat ion ;  and  ( i i i )  To  
any  o the r  pe r son ,  i f  t he  d i sc losure  wou ld  be  l awfu l  i f  made  d i rec t ly  to  tha t  
pe r son  by  the  f inanc ia l  in s t i tu t ion  f rom which  the  bank  rece ived  the  
in fo rmat ion .  

(2 )  Example .  I f  a  bank  ob ta ins  a  cus tomer  l i s t  f rom a  nonaf f i l i a t ed  f inanc ia l  
ins t i tu t ion  ou t s ide  o f  the  excep t ions  in  §§  ___.14  and  ___.15 :  
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( i )  The  bank  may  use  tha t  l i s t  fo r  i t s  own purposes ;  and  

( i i )  The  bank  may  d i sc lose  tha t  l i s t  to  ano the r  nonaf f i l i a t ed  th i rd  pa r ty  on ly  
i f  t he  f inanc ia l  in s t i tu t ion  f rom which  the  bank  purchased  the  l i s t  cou ld  
have  l awfu l ly  d i sc losed  the  l i s t  to  tha t  th i rd  pa r ty .  Tha t  i s ,  t he  bank  may  
d i sc lose  the  l i s t  i n  accordance  wi th  the  p r ivacy  po l i cy  o f  the  f inanc ia l  
in s t i tu t ion  f rom which  the  bank  rece ived  the  l i s t ,  a s  l imi ted  by  the  op t  ou t  
d i rec t ion  o f  each  consumer  whose  nonpub l i c  pe r sona l  in fo rmat ion  the  bank  
in tends  to  d i sc lose  and  the  bank  may  d i sc lose  the  l i s t  i n  accordance  wi th  an  
excep t ion  in  §§  ___.14  o r  ___.15 ,  such  as  to  the  bank’s  a t to rneys  o r  
accoun tan t s .  

( c )  In format ion  a  bank  d i sc loses  under  an  excep t ion .  I f  a  bank  d i sc loses  
nonpub l i c  pe r sona l  in fo rmat ion  to  a  nonaf f i l i a t ed  th i rd  pa r ty  under  an  
excep t ion  in  §§  ___.14  o r  ___.15  o f  th i s  pa r t ,  t he  th i rd  pa r ty  may  d i sc lose  and  
use  tha t  in fo rmat ion  on ly  as  fo l lows :  

(1 )  The  th i rd  pa r ty  may  d i sc lose  the  in fo rmat ion  to  the  bank’s  a f f i l i a t e s ;  

(2 )  The  th i rd  pa r ty  may d i sc lose  the  in fo rmat ion  to  i t s  a f f i l i a t e s ,  bu t  i t s  
a f f i l i a t e s  may ,  in  tu rn ,  d i sc lose  and  use  the  in fo rmat ion  on ly  to  the  ex ten t  
tha t  the  th i rd  pa r ty  may  d i sc lose  and  use  the  in fo rmat ion ;  and  

(3 )  The  th i rd  pa r ty  may  d i sc lose  and  use  the  in fo rmat ion  pursua n t  to  an  
excep t ion  in  §§  ___.14  o r  ___.15  in  the  o rd ina ry  course  o f  bus iness  to  ca r ry  
ou t  the  ac t iv i ty  covered  by  the  excep t ion  under  which  i t  r ece ived  the  
in fo rmat ion .  

(d )  In format ion  a  bank  d i sc loses  ou t s ide  o f  an  excep t ion .  I f  a  bank  d i sc loses  
nonpub l i c  pe r sona l  in fo rmat ion  to  a  nonaf f i l i a t ed  th i rd  pa r ty  o the r  than  
under  an  excep t ion  in  §§  ___.14  o r  ___.15  o f  th i s  pa r t ,  t he  th i rd  pa r ty  may  
d i sc lose  the  in fo rmat ion  on ly :  

(1 )  To  the  bank’s  a f f i l i a t e s ;  

(2 )  To  the  th i rd  pa r ty ’ s  a f f i l i a t e s ,  bu t  the  th i rd  pa r ty ’ s  a f f i l i a t e s ,  i n  tu rn ,  
may  d i sc lose  the  in fo rmat ion  on ly  to  the  ex ten t  the  th i rd  pa r ty  can  d i sc lose  
the  in fo rmat ion ;  and  

(3 )  To  any  o the r  pe r son ,  i f  t he  d i sc losure  would  be  l awfu l  i f  the  bank  made  
i t  d i r ec t ly  to  tha t  pe r son .  
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Analys i s :  §  ___. 13  Excep t ion  to  Opt  Out  Requirements  for  Serv ice  
Prov iders  and  Jo in t  Marke t ing  

Sec t ion  502(b)  o f  the  GLB Act  c rea tes  an  excep t ion  to  the  op t  ou t  ru le s  fo r  
the  d i sc losure  o f  in fo rmat ion  to  a  nonaf f i l i a t ed  th i rd  pa r ty  fo r  use  by  the  
th i rd  pa r ty  to  pe r fo rm se rv ices  fo r ,  o r  func t ions  on  beha l f  o f ,  t he  f inanc ia l  
ins t i tu t ion ,  inc lud ing  the  marke t ing  o f  the  f inanc ia l  ins t i tu t ion’s  own 
p roduc t s  o r  se rv ices  o r  f inanc ia l  p roduc t s  o r  se rv ices  o f fe red  pursuan t  to  a  
jo in t  ag reement  be tween  two  o r  more  f inanc ia l  ins t i tu t ions .  A  consumer  wi l l  
no t  have  the  r igh t  to  op t  ou t  o f  d i sc los ing  nonpub l i c  pe r sona l  in fo rmat ion  
abou t  the  consumer  to  nonaf f i l i a t ed  th i rd  pa r t i e s  under  these  c i r cums tances ,  
i f  t he  f inanc ia l  ins t i tu t ion  ‘ ‘ fu l ly  d i sc loses ’ ’  to  the  consumer  tha t  i t  w i l l  
p rov ide  th i s  i n fo rmat ion  to  the  nonaf f i l i a t ed  th i rd  pa r ty  be fo re  the  
in fo rmat ion  i s  sha red  and  en te r s  in to  a  con t rac t  wi th  the  th i rd  pa r ty  tha t  
r equ i res  the  th i rd  pa r ty  to  ma in ta in  the  conf iden t i a l i ty  o f  the  in fo rmat ion .  
As  no ted  in  the  p roposed  ru le ,  th i s  con t rac t  should  be  des igned  to  ensure  
tha t  the  th i rd  pa r ty  ( a )  wi l l  ma in ta in  the  conf iden t i a l i ty  o f  the  in fo rmat ion  
a t  l eas t  to  the  same  ex ten t  a s  i s  r equ i red  fo r  the  f inanc ia l  in s t i tu t ion  tha t  
d i sc loses  i t ,  and  (b )  wi l l  u se  the  in fo rmat ion  so le ly  fo r  the  purposes  fo r  
which  the  in fo rmat ion  i s  d i sc losed  o r  a s  o the rwise  pe rmi t t ed  by  §§  l  . 10  and  
l  . 11  o f  the  p roposed  ru les .  

The  majo r i ty  o f  the  comments  on  th i s  excep t ion  expressed  concern  tha t  
rou t ine  se rv ic ing  ag reements  be tween  a  f inanc ia l  in s t i tu t ion  and ,  fo r  
in s t ance ,  a  loan  se rv ice r  wou ld  be  sub jec t  to  the  r equ i remen t s  o f  p roposed  §  
l  . 9  (§  l  . 13  in  the  f ina l  ru le ) .  These  commente r s  cons i s t en t ly  po in ted  ou t  
tha t  sec t ion  502(e )  o f  the  GLB Act  con ta ins  seve ra l  excep t ions  fo r  the  
sha r ing  o f  in fo rmat ion  by  a  f inanc ia l  in s t i tu t ion  tha t  i s  necessa ry  to  pe rmi t  
a  th i rd  pa r ty  to  pe r fo rm se rv ices  fo r  a  f inanc ia l  ins t i tu t ion .  The  commente r s  
r eques ted  c l a r i f i ca t ion  tha t  d i sc losures  made  pursuan t  to  one  o f  the  sec t ion  
502(e )  excep t ions  a re  no t  sub jec t  to  the  r equ i rement s  imposed  on  
d i sc losures  made  pursuan t  to  sec t ion  502(b) (2 )  o f  the  GLB Act .  The  
Agenc ies  ag ree  tha t  when  a  d i sc losure  may  be  made  under  sec t ion  502(e ) ,  
t he  s t a tu te  pe rmi t s  tha t  d i sc losure  wi thou t  the  f inanc ia l  ins t i tu t ion  f i r s t  
comply ing  wi th  the  r equ i rements  imposed  by  sec t ion  502(b) (2 ) .  

A  re la t ed  i s sue  i s  whe the r  a  f inanc ia l  ins t i tu t ion  mus t  sa t i s fy  the  d i sc losure  
ob l iga t ions  o f  sec t ion  502(b) (2 )  and  have  a  conf iden t i a l i ty  ag reement  in  the  
case  o f  a  se rv ice  p rov ide r  tha t  i s  pe r fo rming  an  ac t iv i ty  governed  by  sec t ion  
502(b ) (2 )  ( i . e . ,  t hose  tha t  a re  no t  covered  by  one  o f  the  sec t ion  502(e )  
excep t ions ) .  Severa l  commente r s  ma in ta ined  tha t  i t  i s  i l l og ica l  to  impose  a  
se t  o f  r equ i rement s  on  d i sc losures  to  the  sec t ion  502(b) (2 )  se rv ice  p rov ide r s  
when  no  such  requ i remen t s  a re  imposed  on  the  sec t ion  502(e )  se rv ice  
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prov ide r s .  The  Agenc ies  be l i eve ,  however ,  tha t  a  p la in  r ead ing  o f  sec t ion  
502(b ) (2 )  l eads  to  tha t  r e su l t . 1 2  The  Agenc ies  r ead  the   ‘ ‘ i f  t he  f inanc ia l  
i n s t i tu t ion  fu l ly  d i sc loses  *  *  * ’ ’  a s  used  in  sec t ion  502(b ) (2 )  a s  modi fy ing  
the  phrase  ‘ ‘Th i s  subsec t ion  sha l l  no t  p reven t  a  f inanc ia l  ins t i tu t ion  f rom 
prov id ing  nonpub l i c  pe r sona l  in fo rmat ion  to  a  nonaf f i l i a t ed  th i rd  pa r ty  to  
pe r fo rm se rv ices  fo r  o r  func t ions  on  beha l f  o f  the  f inanc ia l  in s t i tu t ion ,  *  *  
* ’ ’  The  Agenc ies  thus  have  conc luded  tha t  any  d i sc losure  to  a  se rv ice  
p rov ide r  no t  covered  by  sec t ion  502(e )  mus t  sa t i s fy  the  d i sc losure  and  
wr i t t en  con t rac t  r equ i rements  o f  sec t ion  502(b) (2 ) .  

Severa l  o the r  commente r s  addressed  the  ques t ion  o f  whe the r  the  ru le  shou ld  
inc lude  sa feguards  beyond  those  p rov ided  by  the  s t a tu te  to  p ro tec t  a  
f inanc ia l  ins t i tu t ion  f rom the  r i sks  tha t  can  a r i se  f rom agreements  wi th  th i rd  
pa r t i e s .  Mos t  sugges ted  tha t  sa fe ty  and  soundness  concerns  were  more  
appropr ia t e ly  addressed  in  a  fo rum o the r  than  a  ru le  des igned  to  p ro tec t  
consumers ’  f inanc ia l  p r ivacy .  Othe r s  op ined  tha t  f inanc ia l  in s t i tu t ions  d id  
no t  need  the  ru le  to  manda te  ce r t a in  p ro tec t ions  on  the i r  beha l f .  The  
Agenc ies  have  conc luded  tha t  the  p ro tec t ions  se t  ou t  in  the  s t a tu te ,  a s  
implemented  by  §  l  . 13 (a ) (1 ) ,  a re  adequa te  fo r  purposes  o f  the  p r ivacy  ru le .  
Those  p ro tec t ions  r equ i re  a  f inanc ia l  in s t i tu t ion  to  p rov ide  the  in i t i a l  no t i ce  
r equ i red  by  §  l  . 4  o f  the  f ina l  ru le  a s  we l l  a s  en te r  in to  a  con t rac tua l  
ag reement  wi th  a  th i rd  pa r ty  tha t  p roh ib i t s  the  th i rd  pa r ty  f rom d i sc los ing  
o r  us ing  the  in fo rmat ion  o the r  than  to  ca r ry  ou t  the  purposes  fo r  which  the  
bank  d i sc losed  the  in fo rmat ion ,  inc lud ing  use  under  an  excep t ion  in  §§  l  . 14  
o r  l  . 15  in  the  o rd ina ry  course  o f  bus iness  to  ca r ry  ou t  those  purposes .  
These  l imi ta t ions  wi l l  p rec lude  rec ip ien t s  f rom shar ing  a  consumer ’ s  
nonpub l i c  pe r sona l  in fo rmat ion  pursuan t  to  a  cha in  o f  th i rd  pa r ty  jo in t  
marke t ing  ag reements .  Severa l  commente r s  a sked  whe the r  a  f inanc ia l  
in s t i tu t ion  would  have  to  modi fy  ex i s t ing  con t rac t s  wi th  th i rd  pa r t i e s  to  
comply  wi th  the  ru le .  The  Agenc ies  be l i eve  tha t  a  ba lance  mus t  be  s t ruck  
tha t  min imizes  in te r fe rence  wi th  ex i s t ing  con t rac t s  whi l e  p reven t ing  
evas ions  o f  the  r egu la t ion .  To  ach ieve  these  goa l s ,  t he  f ina l  ru le  s t a t e s ,  i n  §  
l  . 18 (c ) ,  tha t  con t rac t s  en te red  in to  on  o r  be fo re  Ju ly  1 ,  2000  mus t  be  
b rough t  in to  compl iance  wi th  the  p rov i s ions  o f  §  l  . 13  by  Ju ly  1 ,  2002 .  

For  the  r easons  expressed  above ,  the  Agenc ies  have  adop ted ,  in  §  l  . 13  o f  
the  f ina l  ru l e ,  t he  p rov i s ions  tha t  were  se t  ou t  in  §  l  . 9  o f  the  p roposa l  wi th  
the  changes  no ted  above .  The  Agenc ies  no te  tha t  f inanc ia l  ins t i tu t ions  
shou ld  remain  v ig i l an t  in  the i r  e f fo r t s  to  ensure  tha t  ag reements  they  en te r  
in to  wi th  th i rd  pa r t i e s  do  no t  expose  the  ins t i tu t ions  to  undue  r i sks .  These  
r i sks  a re  pa r t i cu la r ly  p reva len t  in  a r rangements  whereby  a  f inanc ia l  
ins t i tu t ion  endorses  o r  sponsors  a  f inanc ia l  p roduc t  o r  se rv ice  o f fe red  by  
the  th i rd  par ty .  
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§  ___. 13  Excep t ion  to  op t  ou t  requ i rements  for  serv ice  prov iders  and  jo in t  
marke t ing .  

( a )  Genera l  ru le .  (1 )  The  op t  ou t  r equ i rement s  in  §§  ___.7  and  ___.10  do  no t  
app ly  when  a  bank  p rov ides  nonpub l i c  pe r sona l  in fo rmat ion  to  a  
nonaf f i l i a t ed  th i rd  pa r ty  to  pe r fo rm se rv ices  fo r  the  bank  o r  func t ions  on  
the  bank’s  beha l f ,  i f  t he  bank :  

( i )  P rov ides  the  in i t i a l  no t i ce  in  accordance  wi th  §  ___. 4 ;  and  

( i i )  En te r s  in to  a  con t rac tua l  ag reement  wi th  the  th i rd  pa r ty  tha t  p roh ib i t s  
the  th i rd  pa r ty  f rom d i sc los ing  o r  us ing  the  in fo rmat ion  o the r  than  to  ca r ry  
ou t  the  purposes  fo r  which  the  bank  d i sc losed  the  in fo rmat ion ,  inc lud ing  
use  under  an  excep t ion  in  §  ___.14  o r  ___.15  in  the  o rd ina ry  course  o f  
bus iness  to  ca r ry  ou t  those  purposes .  

(2 )  Example .  I f  a  bank  d i sc loses  nonpub l i c  pe r sona l  in fo rmat ion  under  th i s  
sec t ion  to  a  f inanc ia l  ins t i tu t ion  wi th  which  the  bank  pe r fo rms  jo in t  
marke t ing ,  the  bank’s  con t rac tua l  ag reement  wi th  tha t  ins t i tu t ion  mee t s  the  
r equ i rement s  o f  pa ragraph  (a ) (1 ) ( i i )  o f  th i s  sec t ion  i f  i t  p roh ib i t s  the  
ins t i tu t ion  f rom d i sc los ing  o r  us ing  the  nonpub l i c  pe r sona l  in fo rmat ion  
excep t  a s  necessa ry  to  ca r ry  ou t  the  jo in t  marke t ing  o r  under  an  excep t ion  
in  §§  ___.14  o r  ___.15  in  the  o rd ina ry  course  o f  bus iness  to  ca r ry  ou t  tha t  
jo in t  marke t ing .  

(b )  Serv ice  may  inc lude  jo in t  marke t ing .  The  se rv ices  a  nonaf f i l i a t ed  th i rd  
pa r ty  pe r fo rms  fo r  a  bank  under  pa ragraph  (a )  o f  th i s  sec t ion  may  inc lude  
marke t ing  o f  the  bank’s  own p roduc t s  o r  se rv ices  o r  marke t ing  o f  f inanc ia l  
p roduc t s  o r  se rv ices  o f fe red  pursuan t  to  jo in t  ag reement s  be tween  the  bank  
and  one  o r  more  f inanc ia l  in s t i tu t ions .  

( c )  Def in i t ion  o f  jo in t  agreemen t .  For  purposes  o f  th i s  sec t ion ,  jo in t  
agreemen t  means  a  wr i t t en  con t rac t  pu r suan t  to  which  a  bank  and  one  o r  
more  f inanc ia l  ins t i tu t ions  jo in t ly  o f fe r ,  endorse ,  o r  sponsor  a  f inanc ia l  
p roduc t  o r  se rv ice .  
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Analys i s :  §  ___.  14  Excep t ions  to  Not ice  and  Opt  Out  Requirements  for  
Process ing  and  Serv ic ing  Transac t ions  

As prev ious ly  d i scussed ,  sec t ion  502(e )  o f  the  GLB Act  c rea tes  excep t ions  
to  the  r equ i rement s  tha t  app ly  to  the  d i sc losure  o f  nonpub l i c  pe r sona l  
in fo rmat ion  to  nonaf f i l i a t ed  th i rd  pa r t i e s .  Pa ragraph  (1 )  o f  tha t  sec t ion  se t s  
ou t  ce r t a in  excep t ions  fo r  d i sc losures  made ,  genera l ly  speak ing ,  in  
connec t ion  wi th  the  admin i s t r a t ion ,  p rocess ing ,  se rv ic ing ,  and  sa le  o f  a  
consumer ’ s  accoun t .  P roposed  §  l  . 10  implemen ted  those  excep t ions  by 
res t a t ing  them wi th  on ly  s ty l i s t i c  changes  tha t  were  in tended  to  make  the  
excep t ions  eas ie r  to  r ead .  The  p reamble  to  tha t  p roposed  sec t ion  no ted  tha t  
the  excep t ions  se t  ou t  in  p roposed  §  l  . 10  ( a s  we l l  a s  the  excep t ions  se t  ou t  
i n  §  l  . 11  o f  the  p roposa l )  do  no t  a f fec t  a  f inanc ia l  in s t i tu t ion’ s  ob l iga t ion  
to  p rov ide  in i t i a l  no t i ces  o f  i t s  p r ivacy  po l i c i e s  and  p rac t i ces  p r io r  to  the  
t ime  i t  e s t ab l i shes  a  cus tomer  re l a t ionsh ip  and  annua l  no t i ces  the rea f t e r .  

The  Agenc ies  r ece ived  seve ra l  comments  f rom ins t i tu t ions  po in t ing  ou t  tha t ,  
by  de le t ing  the  s t a tu to ry  phrase  ‘ ‘ in  connec t ion  wi th ’ ’  f rom the  excep t ions  
fo r  in fo rmat ion  sha red  (a )  to  se rv ice  o r  p rocess  a  f inanc ia l  p roduc t  o r  
se rv ice  r eques ted  by  the  consumer  o r  (b )  to  ma in ta in  o r  se rv ice  a  cus tomer  
accoun t ,  the  Agenc ies  na r rowed  the  app l i ca t ion  o f  the  excep t ion .  The  
Agenc ies  d id  no t  in t end  th i s  r e su l t ,  and  have  changed  the  f ina l  ru le  
accord ing ly .  See  §  l  . 14 (a ) .  

Severa l  o the r  commente r s  r eques ted  tha t  the  f ina l  ru le  spec i f i ca l ly  s t a t e  tha t  
ce r t a in  se rv ices ,  such  as  those  p rov ided  by  a t to rneys ,  appra i se r s ,  and  deb t  
co l l ec to r s  ( a s  appropr ia t e ) ,  a re  ‘ ‘necessa ry ’ ’  to  e f fec t ,  admin i s t e r ,  o r  
en fo rce  a  t r ansac t ion ,  a s  tha t  t e rm i s  used  in  pa ragraph  (a )  and  de f ined  in  
pa ragraph  (b )  o f  p roposed  §  l  . 10 .  Othe r s  c i t ed  examples  o f  en t i t i e s  seek ing  
to  ve r i fy  funds  ava i l ab i l i ty  o r  ob ta in  loan  payof f  in fo rmat ion  as  ins tances  
where  a  d i sc losure  would  fa l l  w i th in  the  excep t ions  desc r ibed  in  p roposed  §  
l  . 10 .  The  Agenc ies  be l i eve  tha t  d i sc losures  to  these  types  o f  p ro fess iona l s  
and  under  the  c i r cums tances  pos i t ed  by  the  commente r s  may  be  necessa ry  to  
e f fec t ,  admin i s t e r ,  o r  en fo rce  a  t r ansac t ion  in  a  g iven  s i tua t ion .  However ,  
the  Agenc ies  have  no t  l i s t ed  spec i f i c  types  o f  d i sc losures  in  the  r egu la t ion  
as  necessa r i ly  f a l l ing  wi th in  the  scope  o f  the  excep t ion  because  they  a re  
concerned  tha t  a  genera l  s t a t ement  cou ld  be  app l i ed  inappropr ia t e ly  to  
she l t e r  d i sc losures  tha t ,  i n  f ac t ,  a re  no t  necessa ry  to  e f fec t ,  admin i s t e r ,  o r  
en fo rce  a  t r ansac t ion .  

Othe r  commente r s  sugges ted  tha t  the  f ina l  ru le  c l a r i fy ,  in  s i tua t ions  where  a  
f inanc ia l  ins t i tu t ion  uses  an  agen t  to  p rov ide  se rv ices  to  a  consumer ,  tha t  
the  consumer  need  no t  have  d i rec t ly  r eques ted  o r  au thor i zed  the  se rv ice  



 

PAGE 12 of PRIVACY RULE                                     
 §§ 11, 13, 14, AND 15 

 
 
p rov ide r  to  p rov ide  the  f inanc ia l  p roduc t  o r  se rv ice  bu t  may  reques t  i t  f rom 
the  p r inc ipa l  ins t ead .  The  Agenc ies  ag ree  tha t  the  communica t ion  may  be  
be tween  the  consumer  and  the  se rv ice  p rov ide r ,  and  no te  tha t  the  ru le  
govern ing  agen t s  a s  se t  ou t  in  the  de f in i t ion  o f  ‘ ‘ consumer , ’ ’  above ,  
p rov ides  the  f l ex ib i l i ty  sough t  by  the  commente r s .  Br ie f ly  s t a t ed ,  an  
ind iv idua l  wi l l  no t  be  a  consumer  o f  an  en t i ty  tha t  i s  ac t ing  as  agen t  fo r  
ano the r  f inanc ia l  in s t i tu t ion  in  connec t ion  wi th  tha t  f inanc ia l  in s t i tu t ion’ s  
p rov id ing  a  f inanc ia l  p roduc t  o r  se rv ice  to  the  consumer .  
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§  ___.14  Excep t ions  to  no t i ce  and  op t  ou t  requ i rements  for  process ing  and  
serv ic ing  t ransac t ions .  

( a )  Excep t ions  for  process ing  t ransac t ions  a t  consumer’ s  reques t .  The  
requ i remen t s  fo r  in i t i a l  no t i ce  in  §  ___.4 (a ) (2 ) ,  t he  op t  ou t  in  §§  ___. 7  and  
___.10  and  se rv ice  p rov ide r s  and  jo in t  marke t ing  in  §  ___.13  do  no t  app ly  i f  
the  bank  d i sc loses  nonpub l i c  pe r sona l  in fo rmat ion  as  necessa ry  to  e f fec t ,  
admin i s t e r ,  o r  en fo rce  a  t r ansac t ion  tha t  a  consumer  r eques t s  o r  au thor i zes ,  
o r  in  connec t ion  wi th :  

(1 )  Se rv ic ing  o r  p rocess ing  a  f inanc ia l  p roduc t  o r  se rv ice  tha t  a  consumer  
r eques t s  o r  au thor i zes ;  

(2 )  Main ta in ing  o r  se rv ic ing  the  consumer ’ s  accoun t  wi th  a  bank ,  o r  wi th  
ano the r  en t i ty  a s  pa r t  o f  a  p r iva te  l abe l  c red i t  ca rd  p rogram or  o the r  
ex tens ion  o f  c red i t  on  beha l f  o f  such  en t i ty ;  o r  

(3 )  A  p roposed  o r  ac tua l  secur i t i za t ion ,  secondary  marke t  sa le  ( inc lud ing  
sa les  o f  se rv ic ing  r igh t s ) ,  o r  s imi la r  t r ansac t ion  re la t ed  to  a  t r ansac t ion  o f  
the  consumer .  (b )  Necessary  to  e f f ec t ,  admin i s t e r ,  o r  en force  a  t ransac t ion  
means  tha t  the  d i sc losure  i s :  

(1 )  Requ i red ,  o r  i s  one  o f  the  l awfu l  o r  appropr i a t e  me thods ,  to  en fo rce  the  
bank’s  r igh t s  o r  the  r igh t s  o f  o the r  pe r sons  engaged  in  ca r ry ing  ou t  the  
f inanc ia l  t r ansac t ion  o r  p rov id ing  the  p roduc t  o r  se rv ice ;  o r  

(2 )  Requ i red ,  o r  i s  a  usua l ,  appr opr ia t e  o r  accep tab le  me thod :  

( i )  To  ca r ry  ou t  the  t r ansac t ion  o r  the  p roduc t  o r  se rv ice  bus iness  o f  which  
the  t r ansac t ion  i s  a  pa r t ,  and  record ,  se rv ice ,  o r  ma in ta in  the  consumer ’ s  
accoun t  in  the  o rd ina ry  course  o f  p rov id ing  the  f inanc ia l  se rv ice  o r  
f inanc ia l  p roduc t ;  

( i i )  To  admin i s t e r  o r  se rv ice  benef i t s  o r  c l a ims  re la t ing  to  the  t r ansac t ion  o r  
the  p roduc t  o r  se rv ice  bus iness  o f  which  i t  i s  a  pa r t ;  

( i i i )  To  p rov ide  a  conf i rma t ion ,  s t a t ement ,  o r  o the r  r ecord  o f  the  
t r ansac t ion ,  o r  in fo rmat ion  on  the  s t a tus  o r  va lue  o f  the  f inanc ia l  se rv ice  o r  
f inanc ia l  p roduc t  to  the  consumer  o r  the  consumer ’ s  agen t  o r  b roker ;  

( iv )  To  acc rue  o r  r ecogn ize  incen t ives  o r  bonuses  a s soc ia ted  wi th  the  
t r ansac t ion  tha t  a re  p rov ided  by  a  bank  o r  any  o the r  pa r ty ;  

(v )  To  underwr i t e  insurance  a t  the  consumer ’ s  r eques t  o r  fo r  r e insurance  
purposes ,  o r  fo r  any  o f  the  fo l lowing  purposes  a s  they  r e l a t e  to  a  
consumer ’ s  insu rance :  accoun t  admin i s t r a t ion ,  r epor t ing ,  inves t iga t ing ,  o r  
p reven t ing  f r aud  o r  ma te r i a l  mis rep resen ta t ion ,  p rocess ing  p remium 
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payments ,  p rocess ing  insurance  c l a ims ,  admin i s t e r ing  insurance  benef i t s  
( inc lud ing  u t i l i za t ion  rev iew ac t iv i t i e s ) ,  pa r t i c ipa t ing  in  r e sea rch  p ro jec t s ,  
o r  a s  o the rwise  r equ i red  o r  spec i f i ca l ly  pe rmi t t ed  by  Federa l  o r  S ta te  l aw;  

(v i )  In  connec t ion  wi th :  

(A)  The  au thor iza t ion ,  se t t l ement ,  b i l l ing ,  p rocess ing ,  c l ea r ing ,  
t r ans fe r r ing ,  r econc i l ing  o r  co l l ec t ion  o f  amounts  cha rged ,  deb i t ed ,  o r  
o the rwise  pa id  us ing  a  deb i t ,  c red i t ,  o r  o the r  payment  ca rd ,  check ,  o r  
accoun t  number ,  o r  by  o the r  payment  means ;  

(B)  The  t r ans fe r  o f  r ece ivab les ,  accoun t s ,  o r  in te res t s  the re in ;  o r  

(C)  The  aud i t  o f  deb i t ,  c red i t ,  o r  o the r  payment  in fo rmat ion .
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Analys i s :  §  ___ . 15  Other  Excep t ions  to  Not ice  and  Opt  Out  Requirements  

As no ted  above ,  sec t ion  502(e )  con ta ins  seve ra l  excep t ions  to  the  
r equ i rements  tha t  o the rwise  would  app ly  to  the  d i sc losures  o f  nonpub l i c  
pe r sona l  in fo rmat ion  to  nonaf f i l i a t ed  th i rd  pa r t i e s .  P roposed  §  l  . 11  se t  ou t  
those  excep t ions  fo r  d i sc losures  tha t  a re  no t  made  in  connec t ion  wi th  the  
admin i s t r a t ion ,  p rocess ing ,  se rv ic ing ,  and  sa le  o f  a  consumer ’ s  accoun t ,  and  
made  s ty l i s t i c  changes  to  the  s t a tu to ry  l anguage  in tended  to  c l a r i fy  the  
excep t ions .  The  p roposa l  a l so  p rov ided  an  example  o f  the  consen t  excep t ion  
in  the  con tex t  o f  a  f inanc ia l  ins t i tu t ion  tha t  has  r ece ived  an  app l i ca t ion  
f rom a  consumer  fo r  a  mor tgage  loan  in fo rming  a  nonaf f i l i a t ed  insu rance  
company  tha t  the  consumer  has  app l i ed  fo r  a  loan .  The  Agenc ies  inv i t ed  
comment  on  whe the r  sa feguards  shou ld  be  added  to  the  excep t ion  fo r  
consen t  in  o rde r  to  min imize  the  po ten t i a l  fo r  consumer  confus ion .  

Severa l  commente r s  r e sponded  to  the  r eques t  fo r  comment  on  whe the r  the  
consen t  excep t ion  shou ld  inc lude  sa feguards ,  such  as  a  r equ i rement  tha t  the  
consen t  be  wr i t t en ,  be  ind ica ted  by  a  s igna tu re  on  a  sepa ra te  l ine ,  o r  
au tomat i ca l ly  t e rmina te  a f t e r  a  ce r t a in  pe r iod  o f  t ime .  Of  these ,  some  
favored  the  add i t iona l  sa feguards  d i scussed  in  the  p roposa l ,  wh i l e  o the r s  
ma in ta ined  tha t  sa feguards  a re  unnecessa ry .  Severa l  sugges ted  tha t  the  
consen t  excep t ion  inc lude  a  p rov i s ion  no t ing  tha t  pa r t i c ipa t ion  in  a  p rogram 
where  a  consumer  r ece ives  ‘ ‘bund led’ ’  p roduc t s  and  se rv ices  ( such  as  wou ld  
be  the  case ,  fo r  ins t ance ,  in  an  a f f in i ty  p rogram)  necessa r i ly  impl i e s  
consen t  to  the  d i sc losure  o f  in fo rmat ion  be tween  the  en t i t i es  tha t  p rov ide  
the  bund led  p roduc t s  o r  se rv ices .  O the r s  sugges ted  tha t  ce r t a in  t e rms  and  
cond i t ions  be  imposed  on  any  consen t  ag reement ,  such  as  a  t ime  by  which  
the  f inanc ia l  in s t i tu t ion  mus t  s top  d i sc los ing  nonpub l i c  pe r sona l  
in fo rmat ion  once  a  consen t  i s  r evoked .  

The  Agenc ies  have  dec l ined  to  e l abora te  on  the  r equ i rement s  fo r  ob ta in ing  
consen t  o r  the  consumer  sa feguards  tha t  shou ld  be  in  p lace  when  a  consumer  
consen t s .  The  Agenc ies  be l i eve  tha t  the  r e so lu t ion  o f  th i s  i s sue  i s  
appropr ia t e ly  l e f t  t o  the  pa r t i cu la r  c i r cumstances  o f  a  g iven  t r ansac t ion .  
The  Agenc ies  no te  tha t  any  f inanc ia l  ins t i tu t ion  tha t  ob ta ins  the  consen t  o f  
a  consumer  to  d i sc lose  nonpub l i c  pe r sona l  in fo rmat ion  shou ld  t ake  s t eps  to  
ensure  tha t  the  l imi t s  o f  the  consen t  a re  we l l  unders tood  by  bo th  the  
f inanc ia l  ins t i tu t ion  and  the  consumer .  I f  misunders t and ings  a r i se ,  
consumers  may  have  means  o f  r ed ress ,  such  as  in  s i tua t ions  when  a  
f inanc ia l  in s t i tu t ion  ob ta ins  consen t  th rough  a  decep t ive  o r  f r audu len t  
p rac t i ce .  Moreover ,  a  consumer  may  a lways  r evoke  h i s  o r  he r  consen t .  In  
l igh t  o f  the  sa feguards  a l r eady  in  p lace ,  the  Agenc ies  have  dec ided  no t  to  
add  sa feguards  to  the  consen t  excep t ion .  
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Many  commente r s  o f fe red  spec i f i c  sugges t ions  fo r  add i t iona l  excep t ions  o r  
amendments  to  the  p roposed  except ions .  In  many  cases ,  the  sugges t ions  a re  
accommoda ted  e l sewhere  in  the  r egu la t ion  ( such  as  i s  the  case ,  fo r  ins t ance ,  
fo r  excep t ions  to  pe rmi t  ( a )  ve r i f i ca t ion  o f  ava i l ab le  funds  o r  (b )  
d i sc losures  to  o r  by  appra i se r s ,  f lood  insure r s ,  a t to rneys ,  insu rance  agen t s ,  
o r  mor tgage  b roker s  to  e f fec t  a  t r ansac t ion) .  In  o the r  cases ,  t he  sugges t ions  
a re  incons i s t en t  wi th  the  s t a tu te  ( a s  i s  the  case ,  fo r  ins t ance ,  wi th  one  
commente r ’ s  sugges t ion  tha t  the  Agenc ies  comple te ly  exempt  a  f inanc ia l  
in s t i tu t ion  f rom a l l  o f  the  s t a tu te ’ s  r equ i rements  i f  the  ins t i tu t ion  makes  no  
d i sc losures  o the r  than  wha t  i s  pe rmi t t ed  by  sec t ion  502(e ) ) .  Whi le  the  
Agenc ies  r ecogn ize  the  mer i t s  o f  many  o f  the  r emain ing  sugges t ions ,  they  
be l i eve  tha t  the  vo lume  and  complex i ty  o f  these  sugges t ions  exceed  wha t  i s  
appropr ia t e  in  a  r egu la t ion .  Accord ing ly ,  the  Agenc ies  have  re t a ined ,  in  §  l  
. 15 ,  the  s t a t ement  o f  the  excep t ions  a s  p roposed  and  inv i t e  in t e res t ed  
pa r t i e s  to  pursue  wi th  the  Agenc ies  c l a r i f i ca t ions  a s  necessa ry  in  the i r  
pa r t i cu la r  c i r cums tance .  
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§  ___.15  Other  excep t ions  to  no t i ce  and  op t  ou t  requ i rements .  

( a )  Excep t ions  to  op t  ou t  requ i remen t s .  The  requ i rements  fo r  in i t i a l  no t i ce  
to  consumers  in  §  ___.4 (a ) (2 ) ,  t he  op t  ou t  in  §§  ___.7  and  ___.10 ,  and  se rv ice  
p rov ide r s  and  jo in t  marke t ing  in  §  ___.13  do  no t  app ly  when  a  bank  d i sc loses  
nonpub l i c  pe r sona l  in fo rmat ion :  

(1 )  Wi th  the  consen t  o r  a t  t he  d i r ec t ion  o f  the  consumer ,  p rov ided  tha t  the  
consumer  has  no t  r evoked  the  consen t  o r  d i r ec t ion ;  

(2 )  ( i )  To  p ro tec t  the  conf iden t i a l i ty  o r  secur i ty  o f  a  bank’s  r ecords  
pe r t a in ing  to  the  consumer ,  se rv ice ,  p roduc t ,  o r  t r ansac t ion ;  

( i i )  To  p ro tec t  aga ins t  o r  p reven t  ac tua l  o r  po ten t i a l  f r aud ,  unau thor ized  
t r ansac t ions ,  c l a ims ,  o r  o the r  l i ab i l i ty ;  

( i i i )  For  r equ i red  ins t i tu t iona l  r i sk  con t ro l  o r  fo r  r e so lv ing  consumer  
d i spu tes  o r  inqu i r i e s ;  

( iv )  To  pe r sons  ho ld ing  a  l ega l  o r  benef ic ia l  in te res t  r e l a t ing  to  the  
consumer ;  o r  

(v )  To  pe r sons  ac t ing  in  a  f iduc ia ry  o r  r ep resen ta t ive  capac i ty  on  beha l f  o f  
the  consumer ;  

(3 )  To  p rov ide  in fo rmat ion  to  insu rance  ra t e  adv i so ry  o rgan iza t ions ,  
gua ran ty  funds  o r  agenc ies ,  agenc ies  tha t  a re  r a t ing  a  bank ,  pe r sons  tha t  a re  
a s sess ing  the  bank’s  compl iance  wi th  indus t ry  s t andards ,  and  the  bank’s  
a t to rneys ,  accoun tan t s ,  and  aud i to r s ;  

(4 )  To  the  ex ten t  spec i f i ca l ly  pe rmi t t ed  o r  r equ i red  under  o the r  p rov i s ions  
o f  l aw and  in  accordance  wi th  the  R igh t  to  F inanc ia l  P r ivacy  Ac t  o f  1978  
(12  U.S .C .  3401  e t  seq . ) ,  t o  l aw enfo rcement  agenc ies  ( inc lud ing  a  f ede ra l  
func t iona l  r egu la to r ,  t he  Sec re ta ry  o f  the  Treasury ,  wi th  r e spec t  to  31  
U .S .C .  Chap te r  53 ,  Subchap te r  I I  (Records  and  Repor t s  on  Mone ta ry  
Ins t rument s  and  Transac t ions )  and  12  U.S .C .  Chap te r  21  (F inanc ia l  
Recordkeep ing) ,  a  S ta t e  insu rance  au thor i ty ,  wi th  r e spec t  to  any  pe r son  
domic i l ed  in  tha t  insu rance  au thor i ty ’ s  S ta te  tha t  i s  enga ged  in  p rov id ing  
insurance ,  and  the  Federa l  Trade  Commiss ion) ,  s e l f - regu la to ry  
o rgan iza t ions ,  o r  fo r  an  inves t iga t ion  on  a  mat te r  r e la ted  to  pub l i c  sa fe ty ;  

(5 ) ( i )  To  a  consumer  repor t ing  agency  in  accordance  wi th  the  Fa i r  Cred i t  
Repor t ing  Ac t  (15  U.S .C .  1681  e t  seq . ) ;  o r  

( i i )  F rom a  consumer  repor t  r epor ted  by  a  consumer  repor t ing  agency ;  
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(6 )  In  connec t ion  wi th  a  p roposed  o r  ac tua l  sa l e ,  merger ,  t r ans fe r ,  o r  
exchange  o f  a l l  o r  a  por t ion  o f  a  bus iness  o r  ope ra t ing  un i t  i f  t he  d i sc losure  
o f  nonpub l i c  pe r sona l  in fo rmat ion  concerns  so le ly  consumers  o f  such  
bus iness  o r  un i t ;  o r  

(7 ) ( i )  To  comply  wi th  Federa l ,  S ta t e ,  o r  loca l  l aws ,  ru les  and  o the r  
app l i cab le  l ega l  r equ i rement s ;  

( i i )  To  comply  wi th  a  p roper ly  au thor ized  c iv i l ,  c r imina l ,  o r  r egu la to ry  
inves t iga t ion ,  o r  subpoena  o r  summons  by  Federa l ,  S ta t e ,  o r  loca l  
au thor i t i e s ;  o r  ( i i i )  To  respond  to  jud ic ia l  p rocess  o r  government  r egu la to ry  
au thor i t i e s  hav ing  ju r i sd ic t ion  over  a  bank  fo r  examina t ion ,  compl iance ,  o r  
o the r  purposes  a s  au thor i zed  by  l aw.  

(b )  Examples  o f  consen t  and  revoca t ion  o f  consen t .  (1 )  A  consumer  may  
spec i f i ca l ly  consen t  to  a  bank’s  d i sc losure  to  a  nonaf f i l i a t ed  insu rance  
company  o f  the  f ac t  tha t  the  consumer  has  app l i ed  to  the  bank  fo r  a  
mor tgage  so  tha t  the  insu rance  company  can  o f fe r  homeowner ’ s  insu rance  to  
the  consumer .  

(2 )  A  consumer  may  revoke  consen t  by  subsequen t ly  exe rc i s ing  the  r igh t  to  
op t  ou t  o f  fu tu re  d i sc losures  o f  nonpub l i c  pe r sona l  in fo rmat ion  as  pe rmi t t ed  
under  §  ___.7 ( f ) .  
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